Abstract-Overall Internet Protocol (IP) traffic is expected to grow to 396 Exabyte per month by 2022, as a result of the demands of new applications such as Cloud, Internet of Things (IoT) and the expected arrival of fifth generation mobile networks (5G). In particular, mobile networks contribute most to this predicted increase in traffic and have a heavy burden on technological developments. Most of this traffic will be local with a significant burden on the access network and the metropolitan and less to the backbone network. Thus, focusing on the corresponding traffic, produced by 5G applications running in the core network, the need for data analysis and performance estimation becomes essential, in order to enhance the Validation and Verification (V&V) of different Network Services (NS) across heterogeneous platforms. In this paper, we are focusing on the analysis of the monitoring data, that are produced by the running Network Services (NSs), over a Software Defined Network (SDN). Furthermore, we propose an approach where the test developers would benefit from all the essentials in order to understand the service's behavior, and optimize the V&V tests, prior to the production.
I. INTRODUCTION
The recent advances in Software Defined Networking (SDN) and Network Functions Virtualization (NFV), offer the ability to telecommunication sectors to significantly transform their networks over the next years and beyond [1] . This kind of transformation means putting business goals first and technology choices second, as well as making the Network Service (NS) procedures more efficient, through automation. Multiple research institutes have provided a forecast that by 2020, networks will curry out120 exabytes of traffic from 25 billion hyper-connected devices. Such an explosive traffic growth will have adverse impact on network performance [2] . Therefore, there is a critical need to adopt SDN and NFV technologies, in order to increase the level of programmability, control and flexibility of the networks, while reducing network operation costs. This will allow handling the huge amount of traffic, bringing more service agility, reducing the time to market for networked services by shortening service development cycle and providing more cost-effective service delivery [3] . Therefore, the de-facto orchestration framework (i.e. NFV Management and Orchestration framework -MANO) on the bottom of the network, needs knowledge about the chained Virtual Network Functions (VNFs), provided by the corresponding descriptors. The aforementioned chained VNFs, consist a NS. As defined by NFV ETSI Industry Specification Group (ISG) in the NFV Terminology for Main Concepts in NFV, a NS is a composition of VNFs, and it is defined by its functional and behavioral specification [4] .
Taking NFV concept and software-defined networking into account, many orchestrators have been proposed that are able to deploy VNFs in shared infrastructure and chain them in order to establish and provide new NSs. In fact, in some of these orchestrators, many VNF placement and chaining algorithms have already been integrated. Although, once the NSs are successfully deployed, they will last for a period, and less attention will be paid to their subsequent performance, even in the case where the NS descriptor specifies the required amount of network resources. This kind of scenario becomes even more challenging in largeϋscaled networks, where the orchestration system cannot respond properly. Therefore, in this virtualized context, the right amount of resources needs to be provisioned and allocated to each VNF instance, so that the guaranteed Quality of Service (QoS) does not exceed the capacity constraints of the underlying infrastructure. Moreover, resource demands and performance of a VNF depends on the allocated resources and the performance of other VNFs (i.e. in the same or different chain), as well as the current state of the infrastructure. Consequently, as 5G NSs and applications gain popularity in enterprise domains, VNF/NS consumers are still lacking in tools for verifying that the services are working as expected. Such tools should consider properties like functional correctness, service availability, reliability, performance and security guarantees [5] . The close interaction between highintegrity VNFs and Forwarding Graphs (VNF-FG), with their operating environments (i.e. NFV/MEC infrastructures), places a high priority on understanding and satisfying both functional and non-functional requirements of their configuration [6] . Additionally, in order to encounter challenges like prediction and assuring of the overall behavior of services in 5G networks, testbeds that can be used to contribute to the development, standardization and trialing of networks should be implemented.
A promising solution to this challenge, is the Verification and Validation (V&V) of VNFs and NSs, against different execution platforms so that service consumers can be sure that the services behave as expected, immediately after they are deployed into production environments [7] . In this case, along with the data produced by the performance tests, identifying the impact of a performance parameter appears to become crucial. Additionally, two questions arise. What tests are the best for an NS? What kind of performance measurements need someone to test for gaining insights about resource requirements?
Addressing the aforementioned challenges could be achieved through a-priory performance estimation of the potential correlations between the resource demands of VNFs (e.g. CPU load or memory usage) and the performance goals of each chained VNF. The latter would provide the ground for targeted NS V&V testing. Thus, in this paper, we propose a Performance Estimation Approach, based on VNFs correlations, which analyses monitoring data and benchmarking information, in order to identify dependencies between different parameters (e.g. CPU Utilization, memory usage, end-to-end latency). This is in fact an on-line learning process that updates and dynamically evolves the V&V testing process.
The remaining of the paper is structured as follows. Section II presents the background and motivation of the proposed approach on the estimation of correlations between 5G services metrics. In Section III, a preliminary reference is made on the Software Development Kit in which the proposed mechanism is attached, while section IV introduces the overall performance estimation approach. Finally, in Section V, the paper concludes with some thoughts for future research and potentials for the current study.
II. BACKGROUND

A. Software Performance Estimation
Several tools have been proposed for software performance estimation. However, analytic software performance estimation, is still an open research topic. To begin with, authors in [8] , proposed a solution to reduce the complexity of the simultaneously design of software and hardware. To conduct the design space exploration (DSE), they estimate the software execution time of a functionality based on its register-transfer level (RTL) description. To break the problem apart, they first define the requirements, then describe the extraction of functional descriptions from the RTL code and finally consider the control flow estimation which is essential for the software performance estimation. Additionally, authors in [9] , described an efficient method for uncertainty propagation in robust software performance estimation. To address the inefficiency found in several approaches, they used the Polynomial Chaos Ex-Pansion (PCE) as a method for spreading uncertainty and further extend its use to a robust performance assessment. The goal is to assess whether the software system is robust (i.e. it can withstand possible changes in parameter values and continue to meet performance requirements). Moreover, in [10] , a tool that estimates the performance of software systems is introduced. Using Unified Modelling Language (UML) models, the authors transformed the models in Petri nets, where performance is estimated based on upper throughput bounds computation. Worth mentioned is also the work done in [11] . The authors proposed a methodology that relies on fast simulation techniques and analytical tools that build predictive models to estimate the execution times of components on a targeted architecture with minimum detail, in order to overcome the challenge of integrating a real-time complex system. However, once services -applications have been deployed, less attention is paid to the subsequent supervision on their performance which may be affected by the dynamic changing of network conditions. Thus, the authors in [12] , proposed a framework in order to guarantee the performance of the services. Specifically, the service performance estimation is implemented based on the min-plus algebra theory, and the optimization is fulfilled by using two VNF migration approaches on the basis of greedy and load balance, respectively. Furthermore, in [13] , the authors considered the performance estimation of SDN switch and controller. They conducted benchmarking on the switch and the controller, proving that non-virtualized switches characterized by higher performance, while virtualized ones. Their research includes with the analysis of the Open vSwitch in different scenarios, and they also implemented benchmarking in order to effectively conduct their research. Manipulating parameters and the rules in different flow tables, they gathered results and concluded that in this case scenarios it is advisable to use one or two dedicated servers with special software that performs load balancing.
B. Validation and Verification
As 5G networks are not just a gradual update of existing communication standards, 5G testing practices are dictated by the inherent complexity of new technologies. The anticipated improvements will be the result of multiple tests that will be carried out in combination. Failure at any level could directly lead to dissatisfied customers. However, predicting and maintaining optimal performance in the provided services can only be achieved through innovative and robust practical testing. Thus, as mentioned in [14] , 5G aims to solve many arrived challenges with regard to the spectrum demand and the convergence of different wireless communication services. In order to encounter challenges like predict and ensure the overall behavior of services in SDN, testbeds that can be used to contribute to the development, standardization and trialing of networks should be implemented. The aforementioned stages of the testing phase of the services is called Validation. As it is pointed in [15] , many methodologies for validating and verifying virtualized services have already been implemented and tested. Yet, validation and verifications process in 5G services is not fully discovered yet. 5G-Monarch [16] , an EU funded project, described the methodology of validation and verification processes in a high-level architecture. The type of analysis in the overall process would potentially be of three types:
1) Analytical evaluation:
The verification process is performed through an analytical evaluation based on theoretical assumptions and values of the considered system.
2) Simulation: The verification process is performed through a SW simulation of the considered system that is modelled according to the goals of the verification.
3) Testbed measurements: The verification process is performed through experimental measurements during trials in the testbeds. The collected data is processed statistically according to the goals of the verification. Data can be objective (collected from systems) or subjective (collected from users).
Taking into consideration the approaches presented in the previous paragraphs, more effective tools are required in order to characterize and estimate the performance metrics that are of importance. The latter would allow mainly the test developers, but also NS developers and systems integrators, to provide high quality services, since the targeted tests will reply to the specific requirements of network operators. Also, as Alan said, "If we want to be serious about quality, it is time to get tired of finding bugs and start preventing their happening in the first place" [17] .
III. SOFTWARE DEVELOPMENT KIT OVERVIEW Holistic 5G environments include NFV-enabled SDKs, relevant V&V platforms for services qualification, as well as a service platform to provide 5G services. Such an environment has been developed in the scope of 5GTANGO project [18] . In greater detail, the SDK of 5GTANGO provides a collection of tools, empowering the service developer to rapidly build, validate and test NFV services. Although many tools can be used on their own, the SDK enables a typical developer workflow, supporting the creation of an isolated workspace and project environment, the generation and validation of NS descriptors, the packaging and onboarding of them, as well as the testing and emulation in a local development environment. Moreover, the proposed Performance Estimation Approach is plugged in as an enhanced profiling tool in the SDK, in order to support VNFs characterization, with the goal of facilitating deterministic and repeatable analysis, supporting the V&V processes.
IV. PERFORMANCE ESTIMATION APPROACH
The proposed Performance Estimation Approach considers data regarding the performance of a VNF in terms of resources usage, along with the identification of the main performance metrics that a൵ect the behavior of the specific VNF. The goal of this approach is to provide the test developer an inside knowledge of the developed chained VNFs, and thus, implement more targeted tests. The proposed performance estimation solution consists of three phases, as depicted in Figure 1 . During the first phase, a learning process takes place, where the implemented mechanism collects monitoring data for different VNFs, in form of datasets, from heterogeneous 5G platforms (i.e. MATILDA [19] , SONATA -NFV [20] , OSM [21] , ONAP [22] ). Then, in phase two, the analysis of the performance metrics of the gathered VNFs' data takes place, where the correlation between metrics is calculated using a data analysis algorithm. The outcome is stored in a local NoSQL database for further investigation [23] . During the third and last phase of the approach, the test developer can benefit from the estimated correlations, and trigger optimized V&V tests, by changing the configurations and parameters of the NS, until the desired outcome is achieved. In the next subsections, each individual process of the proposed approach is going to be further described.
A. Data Collection
At the first phase of the proposed approach, the collection of monitoring data takes place. In all data analysis tools and mechanisms, where the need of data is mandatory, the lack of them becomes a challenge. Thus, in order to avoid the latter, we consider different sources for providing data. A starting point is the currently available 5G service platforms which are able to exploit monitoring data from the corresponding running NSs (i.e. chained VNFs). 5G platforms that have been used in order to feed our mechanism with monitoring data for a variety of different VNFs are a) the MATILDA, b) the SONATA -NFV, c) OSM and d) ONAP. As a first step, the local installation of the 5G solutions along with the available NSs was conducted. Then, the provided NSs were deployed and stressed in order to provide monitoring data to each individual monitoring framework. Thus, big amount of data for each NS and VNF, from multiple sources, was collected and stored. Those sources included infrastructure elements (i.e. physical or virtual elements or functions, enduser devices, radio access terminals, probes etc.) or management and orchestration layer data (i.e. NFVO, VNMF et.) Next, and while the monitoring frameworks of the abovementioned platforms provide an APIs for the retrieval of monitoring data, the proposed mechanism requested a sample of the collected monitoring data that the deployed VNFs have provided. An inside function is then triggered, which converted the raw data into a .csv type dataset [24] . The corresponding dataset was stored as a fat file in the local NoSQL database. An example of the generated dataset is depicted in Table I , where a set of different metrics is depicted, along with their values, in a time series format. To be more specific, end-to-end latency refers to the time taken for a packet to be transmitted across a network from source to destination, while throughput is the maximum rate of production or the maximum rate at which a packet can be processed. CPU usage also refers on how many tasks are processing per unit time, while number of streams in a specific service is the number of users that currently consumes a streaming video. Number of users is the number of the currently logged in users, and finally ping refers on how fast a response can be retrieved once a request has been sent.
B. Metrics Analysis
At the second phase of the proposed approach, the analysis and identification of how the chained VNFs a൵ect the overall performance of the NS, was performed. Analytical algorithms supported the identification of important weight factors in specific monitoring metrics, based on the provided information extracted from the chained VNFs, during the first phase.
1) Correlations assessment:
To begin with, the correlation between two or more variables is any statistical relationship, whether causal or not, between the values of those variables. On the one hand, the correlation is any of a 2019 Sixth International Conference on Software Defined Systems (SDS) wide range of categories of a statistical relationship that includes dependence. More generally, the correlation between variables refers to the existence of a linear relationship between them [25] . Some examples of dependent phenomena are the correlation between the physical condition of parents and their offspring or even the correlation between the demand for a product as compared to its value. In our case, we aimed to calculate and set the importance of a variable (i.e. performance monitoring metric) in a VNF. To do so, and while in informal parlance importance is synonymous with correlation, we used Pearson's Correlation Coefficient [26] . Pearson's Correlation is one of the most common measures of linear dependence while it measures the linear correlation between continuous variables. In other words, this factor quantifies the extent to which the relationship between two variables can be described by a line. The proposed mechanism used the original Pearson's correlation formula to calculate the correlation which uses raw data and the means of two monitoring variables, X and Y. The formula shown in equation (1) shows how the relationship between two variables can be estimated, and then calculate how strong it is to finally produce the coefficient value.
The value of the weight factor may be between -1.00 and 1.00. If the coefficient value is in the negative range, then the relationship between the variables is negatively correlated, meaning that, as one value increases, the other decreases. On the contrary, if the value is in the positive range, then the relationship between the variables is positively correlated or both have the same reaction. In conclusion, as shown in the Figure 2 , the color is white when there is no correlation between the two variables (the correlation value is equal to 0 or close to 0). When the color is deep black it means that the mechanism has calculated a sufficiently large positive correlation, while the deepest grey color indicates there is a large negative correlation. When calculating the correlation between all variables, the mechanism does not exclude the calculation of the correlation of each metric with itself, which obviously equals to value 1. Therefore, in Figure 2 there is always a conceivable diagonal from top left to the bottom right. The remaining squares of the correlogram, show the correlation between the different It is worth saying, that the relationships between the performance metrics are extremely important, due to the fact that effect in a significant way the system behavior. The test developers could take actions based on what happened to the system (i.e. performance metrics results only). For example, in this case, a test developer could say: "When this happens, take this action". Although, it is much more powerful to be able to extract statistical measures, to help them quantify the problem more efficient (i.e. correlations between performance metrics results). For instance, in this scenario a test developer could say: "When this happens, so does that, in direct proportion, until 120 connections, and then it gets nonlinear really quickly".
2) Correlations Storage: Given the amount of data generated and analyzed during the previous phase, an internal repository based on MongoDB has been introduced, in order to store and manage all the correlations between the performance metrics [27] . The fact that a schema is not required to a NoSQL database, drove us to select MongoDB, taking advantgae of it's flexibility. An example of a document of our mechanism's outcome is also depicted in Figure 3 . As it is shown in the aforementioned figure, a JSON document was produced and stored for future use. An "id" field was automatically set by the database system while a "vnf" field with the "vnf_id" described the kind of the VNF in the document. At a lower level of the JSON, the "correlations" field described the top five correlations between the analyzed metrics of the VNF.
3) Unknown VNFs Management: During the implementation of our proposed mechanism a challenge arised. The proposed mechanism cannot have apriory knowledge of all kind of VNFs. Therefore, the "unknown" VNFs considered as a black box. In order to encounter that, a list of the not known VNFs was stored in a separate collection of the above mentioned NoSQL database. As a next step, the "unknown" VNFs were deployed in the SP. After that, monitoring data for the corresponding VNFs were requested from the Performance Estimation Mechanism. Finally, the steps described in subsection A and B of Section IV took place. To conclude with, the proposed mechanism would be 2019 Sixth International Conference on Software Defined Systems (SDS) 
C. Validation and Verification Optimization
During the last phase of the proposed approach, the Validation and Verification optimization took place, which oversees the technical aspects. Thus, to manage and enhance concurrent vertical NS trials, considering heterogeneous 5G infrastructures (i.e. 5GTANGO, MATILDA, 5G EVE etc.). The main goal of this phase was to efficiently process the correlated performance metrics of different chained VNFs, across multiple facilities in order to support validation feedback to the test developers and verification of the targeted KPIs. As a result, the provided correlations and performance estimation input would enhance the validation trials, by providing the optimum options for deployment (e.g. regarding the coexistence of technologies) as also highlighted in [28] . Aiming at continuous optimization, the proposed approach introduced the concept of a decision support mechanism, which will obtain all management decisions at all layers, to perform optimization in a combined and efficient way, thus enabling the identification of cross-mechanisms bottlenecks that impact the overall performance offered to different NSs. The corresponding mechanism takes advantage of advanced data mining and processing algorithms, as input to meta-learning and optimization functionalities in order to provide added-value automated reporting of the V&V testing, coupled with a proposed set of decisions for the optimized deployment of each heterogeneous case. Therefore, backed by a set of tested and high-quality procedures, the mechanism will ensure that each V&V test is performed according to the required standards.
V. CONCLUSIONS
To conclude, in this paper, we have introduced a Performance Estimation Approach, towards targeted 5G V&V tests. The proposed mechanisms are part of the 5GTANGO SDK and aim at optimizing the V&V processes, by providing performance metrics correlations, considering monitoring information from heterogeneous 5G infrastructures. As we have seen, apart from the NS profiling impacts, the proposed approach aims to have significant impact in the 5G V&V landscape as well. However, the authors realize that the world does not stand still, as technology and regulations, among others, evolve new techniques and challenges appear, pushing new changes and boundaries to regulations.
Currently, we are working on the evaluation of the proposed approach, by gathering deployment information from different 5G testbeds and more complicated NSs. Our future work includes the development of a mechanism that will use different classification algorithms in order to identify the unknown VNFs types and classify them according to their type, resulting into the best correlation estimation solution, even if we have limited knowledge for the corresponding VNFs. 
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